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Abstract

Background:With the rise of cloud computing. mobile devices may now store and access personal data at any time and
from any location. As a result, the mobile cloud's data security issue only gets worse, impeding the technology's ability
to advance. For the purpose of enhancing cloud security, extensive research has been done. The majority of them,
nonetheless, are not appropriate for mobile clouds because of the constrained computational capabilities of mobile
devices. Mobile cloud applications have a huge need for solutions with reduced computational overhead. For cloud
computing on mobile devices, we suggest a lightweight data sharing scheme (LDSS). It adopts the CP-ABE access
control technology, which is utilized in a typical cloud environment but modifies the access control tree's structure to
make it appropriate for mobile cloud environments. Through the use of LDSS, a significant chunk of the
computationally demanding CP-ABE access control tree transformation is transferred from mobile devices to external
proxy servers in order to lower the cost of user revocation. To solve the tricky problem of lazy revocation in program
based CP-ABE systems, it includes attribute description fields.

Objective: An approach that re-examines the concept of public key cryptography is attribute-based encryption, which
came about somewhat later. The secret key of a person and the cypher text are established based on attributes in
attribute-based encryption, also known as ABE. A symmetric key can only decrypt a particular cipher-text using an
ABE if the cipher-attributes text's match those of the person's key. Both keys and cipher-texts are labelled with units of
descriptive attributes. Because fewer keys are required, the encryption and decryption processes are quicker as a result.

Conclusion: Users can safely share data via the cloud between one other. In order to provide effective access control
over cypher text, we build an algorithm called LDSS-CP-ABE based on the Attribute-Based Encryption (ABE)
approach. For encryption and decryption processes, we use proxy servers. The computational cost on client-side mobile
devices is significantly reduced by our technique, which conducts computationally complex processes in ABE on proxy
servers. With the cost down, performance has gone up.

Keywords-Attribute-Based Encryption, LDSS(ABE), Trusted Authority, Cipher Text, Mobile Cloud Computing
(MCC) Providers of encryption services and decryption services (DSP).

1. Introduction

When employing traditional hardware for the majority of tasks, cloud computing refers to thestorage and online access
of data. Over 50% of IT firms have shifted their operations to the cloud. The next trend that is emerging is data sharing
over the cloud Daily life generates an increasing amount of data, and standard hardware's limited storage capacity
makes it impossible to store all of that data Therefore, moving the data to the cloud, where the user can have unlimited
storage, is necessary. The majority of us are most worried about the security of that data.

Utilization forfeits the ownership of the data after uploading it to the cloud. Due to the sensitivity of personal data files,
data owners are given the option of sharing their files with the whole public or only certain data users. So many data
owners are really concerned about the protection of their customers' sensitive personal information. When anyone
uploads data to the cloud, they are putting that data in a location where they have no control over its monitoring. In
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addition, when someone uploads: data to the cloud, the cloud service provider has the ability to track each user's
password in order to access the encrypted data, which is a hassle. Data should be encrypted before being uploaded to
the cloud, which can keep it secure from everyone, in order to overcome this problem. The data encryption component
now poses some new challenges, such as the need to develop an effective encryption method that makes it difficult for
hackers to access or decrypt encrypted data. The second major issue is how long encryption takes. Traditional hardware
with extensive configuration can quickly encrypt data, however, limited resource devices struggle with this issue. Their
encryption and decryption processes take longer. Therefore, it is necessary to offer an effective cryptosystem that can
operate uniformly or differently on every device.

In mobile cloud computing, applications are delivered to mobile devices using the cloud. With the use of development
tools, these mobile apps can be remotely delivered. Cloud services enable speedy development or revision of mobile
cloud applications. They can be sent to a wide range of gadgets with various operating systems, computer capabilities,
and data storage. Users can now use programs that might otherwise be inaccessible. The ultimate objective of MCC is
to make it possible for rich mobile apps to be executed on a variety of mobile devices while providing a rich user
experience offers business prospects to both cloud service providers and mobile network operators. MCC is more fully
described as "a rich mobile computing technology that leverages unified elastic resources of various clouds and network
technologies toward unrestricted functionality, storage, and mobility to serve a multitude of mobile devices anywhere,
anytime through the channel of Ethernet or Internet regardless of heterogeneous environments and platforms based on
the pay-as you-use principle” (MCC).

2. RELATED WORK

Sahai and Waters suggest attribute-based encryption (ABE) Attribute-based encryption (ABE), which was very recently
invented, re-examines the idea of public key cryptography. ABE, or attribute-based encryption, is a form of public-key
encryption in which attributes are used to establish the connection between a user's private key and the cypher text. A
symmetric key can only use an ABE to decrypt a certain cipher-text if the text's cipher-attributes match those of the
key's owner. Keys and cipher-texts both have units of descriptive qualities labelled on them. Because fewer keys are
required, encryption and decryption are completed more quickly.

3. SYSTEM ARCHITECTURE

An Easy-to-Use Secure Data Sharing Protocol for Mobile Cloud Computing. It adopts the CP ABE access control
technology, which is utilized in a typical cloud environment, but modifies the access control tree's structure to make it
appropriate for mobile cloud environments.
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LDSS architecture mainly has six components:
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Data owner: DO establishes the access control policies and uploads data to the mobile Cloud and shares it with their

pals. Its duties include creating and encrypting shared data, defining access mechanisms, and breaking down encrypted
data into blocks

Data user: The data owner uploads the data files, which the data user then retrieves from the mobile cloud Only users
with access rights to the relevant data files are able to access the files.

Trusted authority: The creation of public and private keys, as well as providing attribute keys to users, is the
responsibility of TA. Users can share and access data via this approach without being aware of the encryption and
decryption processes. Only at minimal quantity of keys are securely transferred between users by trusted authority.

Encryption service provider: The data encryption procedure provided by ESP for DO is to encrypt the data files that
the data owner uploads. Because encryption requires a lot of computation, it places a heavy burden on mobile users. To
reduce client-side overheating, encryption service providers are used on mobile devices.

Decryption service provider: Data decryption activities are provided by DSP for DU, and it also decrypts the data files
that the data user downloads. Due to the computationally demanding nature of decryption, severe burdens are placed on
mobile users in order to reduce the load on client-side mobile devices.

Cloud service provider: Data for DO is kept by Cloud service Provider. Although it may sneak a peek at data that DO
has saved in the cloud, it faithfully carries out the activities that DO requests. With the growth of cloud computing and
the popularity ofsmart mobile devices, people are progressively adjusting to a new era of data sharing model in which
the data is stored on the cloud and the storing and retrieving from the cloud is done by mobile devices.

4. PROPOSED WORK

Mobile devices in a cloud environment with security in a minimally invasive way. They should have an easy-to-
understand revocation policy Using a secret key should ensure the security of both encrypted and decrypted data. The
approved users with access privileges should be the only ones who share the file. The typical cryptographic algorithm's
overhead should be reduced, and research into low overhead security solutions should be possible.

In order to provide effective access control over ciphertext, we build an algorithm called LDSS-CP ABE based on the
Attribute-Based Encryption (ABE) approach. For encryption and decryption activities, a proxy server is used. Our
method considerably reduces the computational burden on client-side mobile devices by performing computationally
complex ABE procedures on proxy servers. A version attribute is also introduced to the access structure in LDSS, CP-
ABE, to guarantee data privacy. It is possible to send the decryption key to the proxy servers securely thanks to a
modified format for it. To reduce the revocation overhead for addressing the user revocation problem, we introduce lazy
re-encryption and description fields of attributes. In the end, we put an LDSS-based prototype data-sharing architecture
into use.

Proposed system algorithm

Stepl: Start

Step2: Accept the user's data.

Step 3: The user's formats are used to acquire the attributes of the data by attribute-based encryption.

Step 4: A Random Key is constructed with the aid of these Attributes, and the sort of data needed for encryption is then
acquired.

Steps 5: The data is divided into an equal number of blocks and an N x N matrix is created based on these BRE
algorithmic building components.

Step 6: A pool of threads will be generated based on the number of blocks.
Step 7: Use a multi-core system to run the threads to quickly produce encrypted data length of time.

Step 8: To open the encrypted file that is kept in the cloud, a secret key is created.
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Step 9: The user receives the secret key via email or a mobile device from the authorized user. The encrypted file will
be decrypted using this key.

Step 10: Using the key, the selected file will be decrypted in its original format.
Step 11: Stop
5. MODULE DESCRIPTION

Data Owner: The algorithm Setup O is executed by TA after the data owner (DO) registers to generate a master key
MK and a public key PK. MK is kept on TA while PK is assigned to DO. DO creates its own attribute set and gives its
contact attributes. All of these details will TA and the cloud are sent. The data is received and stored by TA and the
cloud. FILE UPLOAD shares it with friends by uploading data to the mobile cloud. The access control is determined by
DO, policies, Data is sent by DO to the cloud. Data must be encrypted before uploading since the cloud is unreliable.

Data User: DU logs into the system and requests permission from TA. Attribute keys (SK) in the authorization request
are ones that DU already possesses. The authorization request is accepted by TA, who also validates it and generates
attribute keys (SK) for DU. DU submits an inquiry to the cloud for data. After receiving the request, Cloud determines
whether the DU complies with the access requirements. Required. DU is provided with the cypher text, which also
includes the cypher text of data files. The symmetric key's text. With the aid of DSP, DU decrypts the symmetric key's
cypher text. The encrypted text of data files is decrypted by DU using the symmetric key.

Trusted Authority: The task of creating public and private keys as well as distributing attribute keys to users falls
under the purview of the Trusted Authority (TA). Users can share and access data via this approach without being
aware of the encryption and decryption processes. Only transfers are made viaTA. Keys are securely shared (in limited
amounts) between users.

Additionally, as data users may access data at any time and require TA to update attribute keys, it is required that TA be
available online at all times.

Cloud Server Provider:The data for DO are kept in CSP. While it might sneak a peek at data that DO has saved in the
cloud, it faithfully carries out the activities that DO requests. The cloud receives a request for data from DU. After
receiving the request, Cloud determines whether the DU satisfies the access criteria. DU cannot if the request does not
fulfil the condition, it rejects it, if it does, it sends the cypher text to DU.

6. CONCLUSION

Numerous studies on cloud access control in recent years have relied on an attribute-based encryption. technique
(ABE). Traditional ABE, however, is not appropriate for mobile cloud since it requires a lot of computing, and mobile
devices only have a few resources. That is paper, we suggest LDSS deal with this problem. It unveils a brand-new
LDSS-CP-ABE algorithm. to shift the majority of the processing load from mobile devices to proxy servers, enabling
the issue of mobile cloud data sharing in a secure manner. The experimental findings demonstrate that LDSS can
protect data privacy in mobile cloud environments while lowering user overhead. There is potential to develop novel
strategies in the future to guarantee data integrity. There can also be research. done on how to retrieve cipher text in
order to maximize the possibilities of mobile clouds over current data-sharing plans.
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