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ABSTRACT 

In the present scenario individuals are utilizing the web all over and sharing information like records, pictures, video and 

so forth through the net and it has been heightening step by step. While sharing the information to each other there are a 

few greater issues like assaults, hacking and information spillages these are a few hardships which continues forever. To 

vanquish these conditions, we really want to keep the information spillages from the outsider particularly in the 

associations where the information is being shared. To keep the information from being spilled we apply the Culpability 

Specialist Technique that works on the likelihood of distinguishing information spillages and forestalls the information 

spillages. 
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I.  INTRODUCTION  

Data leakage is an unauthorized broadcast of data within the organization to an external destination or recipient. This can 

be transferred electronically or physically. 

Data Breach is caused when there is a weak password or the hacker hack the website and transmits the personal data to 

his account. 

Most of the time data leakage happens through the social websites like Amazon, Flipkart, Snapdeal, Paytm, Phone pay 

etc when money is transmitted from one account to another. Then hacker hacks the websites and steals all the required 

information related to credit cards, account numbers, pan number, email ids, phone numbers etc. Through this 

information, hackers will try to transfer the money from the victim's account. 

There are many types of data leakages like: 

 

Ill-intentional or malicious internal employees: Data leakages are not only done by online mediums may also happen 

with company's employees, who sells, the company's internal information for their self-centered profits. 

 

Accidental data breaches any malicious: Sometimes unauthorized data leakage may happen accidentally without 

intention or purposely by external agents. 

 

Malicious intent in Electronic communication: There several firms that allows the organizations to share messages like 

chat rooms, cloud and other social networking sites, as a part of their daily roles. These data leakage programs work in 

the backend without letting users to know about their existence. 

 

Physical data leakage: It may happen with the mistake of the employee of an organization, sometimes they will do 

intentionally also, in that case they may steal data on the drive. Similarly, they may upload some data into the cloud just 

by lending their system for a few mini tenses. 

To overcome this data leakage issues there are several types of technology like content matching, image recognition, 

fingerprinting, and statistical analysis which monitor the data and prevent it from leakage. 

There are some methods like watermarking entity sets, Data Allocation Strategies, Optimization methods, Fake objects, 

Data distributor Strategies which helps to Identify, detect and prevent the data and reduce the complexity. 

II. REVIEW OF LITERATURE 

In the article titled “Implementation of Guilt Model and Allocation Strategy for Data Leakage Detection”, they have used 

Traditional methods like watermarking entity sets, fake object allocation for finding the data leakages. In this paper they 

have proposed a technique to detect any leakages of data by using machine learning algorithms and the Sales handy 

website. 

In the article titled “A KNN-SVR Data Mending Method for Insufficient Data of Magnetic Flux Leakage Detection” they 

have used Magnetic Flux Leakage (MFL) for the detection of the data leakage. A specific data restoration method based 

on K Nearest Neighbor-Support Vector Regression (KNN-SVR) is introduced, which in fact reduce the training cost of 

SVR and really improve the correctness of the algorithm. This technique is experienced and the outcome confirmed that 

the anticipated technique can improve the accuracy rate of data by restoration deficient data with an acceptable time cost. 
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In the article titled “Detecting data semantic: A data leakage prevention approach” authors developed a data leakage 

detection system using a variety of share policy which evaluate the chance that the leaked data came from one or more 

agents.  

In the case of secure transactions, only privileged users were able to access sensitive data using access control policies, in 

that way, data leakages were prevented. They also tried with inserting the fake records in the dataset; with this 

experiment the probability of identifying the data leakages was improved. The mechanism they have implemented on the 

cloud which comprises of several allocation strategies. 

In the article titled “Sensitive data leakage detection in pre-installed applications of custom Android firmware” they have 

used UIT (unit Investment trust) ROM, to detect data leakage in customary Android firmware by analyzing dealings of 

pre-installed applications. The new results show that the system can become aware of all sensitive data leakage in our 

custom Android firmware. Secondly, it detects several pre-installed applications which leak perceptive data from 290 

custom ROMs downloaded from the Internet. 

In the article titled “Avoiding the data leakage and providing privacy to data in networking” they have used existing 

systems to solve the problem of the data leakage, but, this method does not provide security to the data or the system. 

Hence in the proposed method they have introduced the method which provides security to the data leak recognition 

system. 

In the article titled “A Survey: Data Leakage Detection Techniques” they propose a model to draw and avert 

unauthorized users from accessing the cluster again. They use the LD (Leakage Detector) algorithm to spot the guilt 

agent responsible for data leakage. Researchers developed a Logger which helps to offer a unique id to each user and 

keep a track of the actions carried by them throughout the complete session. The present work may enhance the security 

in the Hadoop framework. 

In the article titled “An enhanced model for preventing guilt agents and providing data security in a distributed 

environment” they implement a method, aimed at improving the odds of detecting such leakages when a distributor's 

sensitive data has been leaked by trustworthy agents and also to possibly identify the agent that leaked the data. By 

adding fake objects to the distributed set, the distributor can find the guilty party. 

In the article titled “A probability-based model for data leakage detection using bigraph” In some Data Leakage 

Detection models used the ‘fake objects’ which are stored in the server database. The fake objects help to identify the 

user who has leaked the file. Every user has a probability to leak the file which probability is called the guilt probability. 

Those users who have the probability to leak the file are known as the guilt probability. Many models of detection of data 

leakage focus on the fake object which is included with the database to find out the leaker. 

In the article titled “A Study of Data Allocation Problem for Guilt Model Assessment in Data Leakage Detection Using 

Cloud Computing” Contemporary business relies on sharing and transferring information among various stakeholders 

such as employees, owners (shareholders), creditors, and suppliers within or outside the organization. As the shared 

critical data can be leaked by some malicious entity, the persistence of preventing data misuse is expanded. Severe 

damage caused by sharing of sensitive information constitutes a threat to the organization's assets. 

Protection of confidential data from unauthorized revelation is a matter of concern for any enterprise. 

In the article titled “Detection and location for slow leakage of oil pipeline based on weighted logical inference and data 

fitting X Hu” A leakage location method for oil pipeline based on weighted logical inference and data fitting (WLIDF) 

are proposed, which can decrease the number of false alarms and improve the accuracy of slow leakage detection and 

location. When the leakage happens, the data fitting is used to decide the location and time of the leakage. According to 

the method of WLIDF, the slow leakage can be found on time and the position of the leakage point can be accurately 

located. The simulation and application show the effective and good performance of the proposed. 

In this article “Fast Detection of Transformed Data Leaks” they have used the Utilize sequence alignment technique for 

detecting complex data leakage patterns. They have used Comparable sampling algorithm alignment and sampling-

oblivious algorithm. These algorithms help to provide substantial speedup and high scalability of the design data-

movement tracking approached which is not use in any techniques. 

In this article “Privacy-Preserving Detection of Sensitive Data Exposure” this Provide privacy-preserving data-leak 

detection (DLD). They are using the MapReduce algorithm in which it detects a special set of important information 

digests and it is Capable to arbitrarily scale and use for public resources, which typically uses strong encryption. 

In this article “DDSGA: A data-driven semi-global alignment approach for detecting masquerade attack” They are given 

the Data-Driven Semi-Global Alignment, DDSGA method to secure and upgrade the DDSGA scoring systems by 

adopting distinct alignment parameters for every user. DDSGA approach and results improving both the hit ratio as well 

as false-positive rates with an acceptable calculation overhead 

Several Technical Challenges in Data Leak detection are as follows: 

1. Scalability 

2. Privacy Preservation 

3. Accuracy 

4. Timeliness 
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III. METHODOLOGY 

The aim of this project is to find out the data leakage problem by the help of the Guilt agent method. 

Stage-1: Studying and analyzing the different types of Guilt Agent Method. 

Stage-2: Implementing the dataset.(mysql) 

Stage-3: Implementing the Guilt Agent Method. (php language ) 

Stage-4: Compare and analyze the outcomes.  

 

System Design 

 

 

 

Comparative Study 

 

Modules  Accuracy Complexity Capacity Detection Robust Strength 

Data Allocation high low  low Not easy yes 
Modification of data 

is not possible 

Fake object  low medium 
Depend on 

hidden data 
Not easy no  

Find the 

probability of data 

leakage by the 

agent 

optimization  medium low 

Depend on 

data 

size 

Depend on 

technology used 

no  

 

It reduces the 

information that 

used for the main 

user 

Data 

distribution 
high medium moderate 

Depend on 

admin 

intelligences 

yes  

 

Permission is not 

grant to the 

unauthorized user 

 

IV. CONCLUSION 

In the real world, the organizations are facing problem with data leakage. The data may be seen in other laptops or 

websites. From this survey, we conclude that the data leakage detection has always been a threat to data security and 

integrity. To overcome this issue there are multiple methods such as data allocation with boolean filter, bigrap method 

etc. 

Different types of tools like DLP network security and DLP data leakage which help the data secure from unauthorized 

users. 
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