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ABSTRACT

At present, hiding messages and information sent via the Internet and social networking sites has become an urgent need
with the development of hackers' methods in revealing hidden information. This paper presents a new hybrid approach to
hiding information, including text steganography and image steganography techniques. First, this approach hides
information that represents a text message in text using the inter-word spacing technique. Then, hiding the stego text in
the image using the LSB method. The proposed method used a new approach to increasing the capacity of the stego text
to be able to carry more letters of the message. Also, using that approach to reduce the pixels that are used to hide the
stego text in the cover image. The results of the system are illustrated using the PSNR metric to measure the rate of error
between the original image and the cover image.
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Introduction

Historically, there have been many cases of data theft and digital information or unauthorized access to digital
content to use it illegally, and with the development of information technology and modern means to reveal the
confidentiality of data, it has become necessary to protect information and digital content from potential threats. Where
the science of digital steganography refers to hiding or embedding information within the information to protect data
from theft. Steganography is a centuries-old art form. It is used in open systems to provide security. Its primary objective
is to disguise sensitive information within a cover. One of the important things that affect the characteristics of an
element is the amount of evidence that can be contained within the cover media. There are numerous complicated
methods for concealing, assessing, and recovering sensitive information [1].

Steganography techniques are an important part of the future of Internet security and privacy on open systems such as
the internet. Messages have been embedded in a variety of methods using video, music, images. Despite the availability
of numerous steganography techniques, they are vulnerable to visual, structural, and statistical attacks [2].

Capacity, security, and robustness are three elements of information hiding systems that compete with one another.
When secret communication is kept private and untraceable by eavesdroppers, security is essential, whereas capacity
refers to the amount of information that can be hidden in the medium. Finally, resilience might be defined as the amount
of change that the stego medium can withstand before an attacker can delete hidden data [3].

One of the simplest ways to embed information in a multimedia file is to use the least significant bit (LSB) coding.
The two ways of LSB steganography are LSB replacement and LSB matching. The first is the LSB replacement, which is
the most basic of the LSB. The end parts of a cover image are replaced with each bit of the message that has to be hidden
using LSB replacement steganography. The second method is LSB matching, which involves taking each pixel of the
cover image in a pseudo-random order created by a secret key, If the cover pixels match with the confidential data part,
no modifications are made to the confidential information, and on the contrary, one of the pixels values is subtracted
from the random wrapper [4].

There are two basic ways for calculating image quality: The first is visual quality, which entails displaying images in
the form of original, noisy, and treated images and allowing the user to compare them. The statistical method, which
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employs conventional quality indicators such as peak signal-to-noise ratio (PSNR), mean absolute error (MAE), mean
square error (MSE), and structural similarity (SSIM), is the second way [5].

This study aims to introduce a new approach to hiding secret information that adopted two steganography techniques.
This is done using two main steps: first hiding the secret text in the cover text, second hiding the stego text in the cover
image to produce a more secret method to hide the information. This paper also aims to increase the number of letters of
secret messages that hide in cover text and reduce the pixels used to hide the stego text with a high quality of the
resulting stego image.

The rest of the paper is as follows: Steganography is explained in Section 1. Section 2 discusses the related work.
Section 3 describes the proposed work. The results are shown in Section 4. Section 5 also concludes the paper.

Related work

The related work to paper who work in this field: The proposed the multiple approaches to steganography in an
image It has been demonstrated that the space pixel has a greater capacity than the frequency domain [6]. The proposed
system's purpose is to increase the complexity of cryptosystems while keeping the execution time similar to the original
methods. It then hides the encrypted messages inside images in such a way that no attacker can determine that there is a
secret message. As a result, the system under consideration is more efficient[7]. It is proposed to split the secret
information by randomly distributing the bits for each row in the image, which generates a series of random steps, and
then the information in the rows is masked in the reverse approach. This means that LSB technology makes pixel
masking more difficult. The reported findings demonstrate the method's strength and security, as well as providing
stronger protection for hidden information. In addition, the results show the quality of the stego picture in comparison to
the original image using PSNR and SSIM quality measurements [8]. The proposed technique consists of three major
components. That is due to a discovered supplementing of the secret text. The complemented text is then hidden in cover
picture pixels using a pseudo-random number generator, and the bits of complemented text are eventually hidden in each
pixel using the inverted bit LSB approach [9]. The proposed a new technique for hiding a text message with a grey image
to ensure security while maintaining high-quality results the integers and key matrix were then subjected to an XOR
operation. The last two bits of the grey level value were then ANDed with the first two bits of the matrix to produce
randomized plain text, which was then embedded within the original image. The use of XOR and AND operations
assures that the resulting image has the fewest defects possible, which boosts the image's quality [10]. There are many
methods of steganography in data steganography systems, including the least important bits, Pseudorandom Permutation,
and overlays. Parity bits, Cover-Regions usually, it is used to embed pieces of confidential information. [11,12].

Proposed Work

In this paper, we hide confidential information using the shortened bits for each character in the secret message. Then we
use the spacing method to hide the secret text in the cover text. Next, apply the LSB method to hide Stego text in the
cover photo. MATLAB 7.12.0 is the environment used with the appropriate Graphical User Interface (GUI). Using the
GUI provides an active way to hide any secret message they want in the specified cover body from the path file. This
method includes the following steps:

Step 1: Hiding Text in Text Using Spacing Method

The input of this step is the secret message and the cover text, and the output of this step is the stego text. In this
step, we reduce the characters bits from 8 characters to just 5 bits. The useful number of bits in each secret character is
fewer than six (with only five bits, we may represent (32) characters, of which (26) are English alphabetic characters and
the remaining are significant characters such as (space, comma, bracket...etc). We arrange secret characters in the range
(0.. 31) to increase the size of the embedding and complexity ( to reduce the number of bits to represent its ). Then, using
the spacing method, hide it in the cover text.
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Step 2: Hiding Stego Text in the cover image using the LSB method

Starting from the beginning of the image, for each pixel in the image convert the last bit in the pixel with one bit of the
stego text. For example, if the value of the pixel is 00110101, and the current stego bit is O then the pixel's value will be
00110100 and stored in the stego image that is displayed.
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Figure 1: Flowchart of the proposed hiding system

Result

The resulting GUI that obtained when applying the hiding information system. Figure 3 depicted the generated stego text
after implementing the system's initial phase of hiding the secret message in the cover text file. Figure 4 explains the
resulting image from stage 4 in fig 5 of the system that includes hiding the stego text in the cover image, with the PSNR
between it and the original image. Figure 5 explains step 4 of the system that including the extraction process for the
stego text and then for the secret message.
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Figure 4: Results of the hiding information system

A. original image

Al. An image with a text of 256 characters hidden
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C. original image C1. An image with a text of 256 characters hidden

Figure 5: Models of the images which the hidden system

Computing of PSNR

After applying the hiding approach, there is, need to find the accuracy of this method by computing the quality
measurement that is PSNR between the original image and the cover image. Table 1. Illustrated the results of PSNR
when applying different cover images.

Table 1. PSNR for different image

Name image PSNR

Cat 70.0466
Aurtist 70.1975
Bird 70.1805
Woman 71.9627
Lena 74.1297
Man 74.9305

Conclusion

The results proved the efficiency of the algorithm by retrieval the secret message without error and the stego image
does not have distortion. This system increases the capacity of the cover text by reducing the character's bits of the secret
message from 8 to 5 bits. This system can be considered as a new method to hide information using a hybrid method
between text and image steganography. In future works will be suggested to develop the current system using another
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method of hiding text in the text to get more efficiency that represents by increasing the capacity of the cover text and
being more secret. Developing the LSB algorithm to be more secret. Using another type of quality metrics to compute the
quality of a resulting image.
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