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Abstract 

Background: The digitization of conventional medical information makes medical institutions 

suffer from some challenges in storing and sharing Electronic health records (EHRs). Accessing the 

patient's medical history is significant for appropriately prescribing the medication. 

Objectives: The major aim of the paper is to implement a hybrid meta-heuristic-based Ciphertext 

Policy-Attribute-based encryption (CP-ABE) based on permissioned blockchain to ensure data 

confidentiality and access control of medical data 

Methods: Here, the hybrid algorithm is developed called Hybrid Deer Grasshopper Hunting 

Optimization (HGHO), which is used to perform the attribute optimization in CP-ABE. Hence, the 

ciphertext size, the encryption cost, and the communication cost are reduced through the 

optimization concept.  

Conclusions: Finally, the performance evaluation confirms the proposed scheme's reliability and 

robustness compared to existing standard constructions. 

Keywords: Electronic Health Records Protection Strategy; Permissioned Blockchain; Ciphertext 

Policy-Attribute-based encryption; Hybrid Deer Grasshopper Hunting Optimization; Secured 

Healthcare System 

1. Introduction 

EHRs are used to reduce the cost inefficiency of 

conventional medical data storage systems. It is 

developed to allow the patients to maintain their 

medical data. Data users are enclosed with 

restricted access to the EHRs [9]. At the same 

time, the patients cannot share their medical 

data among the data users, which indicates the 

privacy and safety of the EHR for the patient’s 

data. On the aspect of using EHRs, an 

encrypted format for retrieving these records 

needs to be developed [10]. The enhancement 

was made in the EHRs to extend the attention 

of the distributed storage platforms with the 

different storage devices. These storage 

platforms become enlarged in numbers, so the 

distributed platforms are aimed at cyber attacks 

as they store the data [11]. Specific applications 

related to big data for supporting the health care 

medications and services are usually handled 

with the third parties or the public for surveying 
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and acquiring the essential reports [12]. In 

specific scenarios, the data records of the 

sensitive patients are undergone malicious 

attacks, and the risks are enclosed with the 

processes like unauthorized access and 

tampering. Hence, it is necessary to rectify a 

problem to ensure privacy and security during 

system design to preserve sensitive healthcare 

data [13]. Healthcare and other systems are 

involved with specific protection requirements 

such as integrity, data storage, secure 

transmission, privacy-based authentication, and 

tamperproof monitoring [14]. 

Blockchain is considered the new technology 

for enhancing healthcare systems' security and 

privacy levels [15]. Owing to the immutable 

feature of the blockchain, e-healthcare data is 

preserved in the secured medical blocks for 

asserting privacy and data integrity [16]. As the 

blockchain is enclosed with a decentralized 

nature, it is used for achieving a certain level of 

security independent of another intermediary 

[17]. Efforts have been made to integrate the 

blockchain to design the IoT systems to achieve 

smart cities and homes [18]. On the other hand, 

when considering the healthcare settings, the 

data sources of the EHRs are incorporated with 

the different unstructured and structured data 

types like image and text that are effectively 

large and also impractical for transmitting the 

data among the conventional wireless network 

systems. Blockchain is classified into three 

significant types: consortium, private, and 

public [19]. A public blockchain allows any 

stakeholder like users and miners to access the 

transactions and blocks in the network. The 

private blockchain is involved with the 

necessary stakeholders to grant the prior 

consent for combining the blockchain and 

becomes more limited. At last, the consortium 

blockchain is appropriate for huge business 

applications or enterprises, in which a set of 

people can able to revoke or grant access to the 

blockchain [20]. 

Privacy-preserving methods protect the 

confidential and original data accessed by 

unauthorized third parties [21]. The main 

intention of these methods is to conceal, 

distribute, convert and alter sensitive 

information like EHRs of the healthcare 

systems that needs to be prevented with the 

breach of original data at the time of processing 

with the third-party systems [22]. Every task in 

the healthcare sector seems to be difficult 

concerning the time and processing to insert the 

EHR into the system. Providers are faced with 

various struggles to store, secure, and verify 

health records as it has a huge volume of health 

records of diverse types. When retrieving the 

preserved health record with high quality under 

the crucial conditions becomes challenging in 

the health sector [23]. Interoperability is the 

most critical challenge in the healthcare 

industry, and the health records that have been 

exchanged among the providers are also 

considered a significant task. In designing a 

new system for overcoming these barriers, the 

system must include the constraints for securing 

the EHRs rather than considering the fast 

retrieval, adequate storage, secure the data 

sharing across the providers, and managing the 

patient-provider relationships [24]. The 

healthcare domain needs to secure the private 

data of the patients. It is failed to preserve the 

integrity and privacy of health data like scan 

reports, drug details, microbiological test 

reports, prescriptions, treatment history, disease 

details, and patient personal data [25]. 

However, a private blockchain is known as the 

permissioned blockchain, in which the 

registered participants can access the network. 

Additionally, the conventional blockchain 

solution for medical data retrieval does not 

provide detailed solutions for data users and 
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owners. Hence, there is necessary to develop a 

new blockchain-aided healthcare management 

data model. 

The essential improvements to the suggested 

model are described below. 

 To build a new permissioned blockchain-

based EHR security model for protecting and 

securely accessing patients' health records to 

avoid the confidentiality loss and integrity loss 

of the patient's data with the help of CP-ABE 

and optimization techniques-aided encryption 

on the data transmission. 

 To implement the enhanced CP-ABE 

approach for encrypting the healthcare data 

with a heuristic-based optimal key to secure and 

protect the healthcare data transmission by 

accessing with the authorized users or doctors, 

or patients. 

 To introduce a hybrid heuristic strategy 

named HGHO for choosing the optimal 

encryption key for providing high security to 

the health data transmission by reducing the 

ciphertext size, computational cost, and 

encryption cost in the proposed model. 

 To evaluate the efficiency of the proposed 

permissioned blockchain-based EHR security 

model by evaluating its convergence, 

encryption time, and decryption time. 

The rest of the parts are reviewed as follows. 

Part II discusses the earlier studies on 

associated EHR security models and their 

limitations. Part III shows the permissioned 

blockchain-based EHR security model. Part IV 

describes the CP-ABE approach for data 

encryption and develops the HGHO algorithm. 

Part V explains the algorithm description and 

the retrieval procedure for medical records. Part 

VI describes the acquired results and their 

interpretations. Part VII concludes the 

developed model. 

2. Literature Survey 

2.1 Related Works 

In 2020, Zhuang et al. [1] have ensured a 

feasible solution for healthcare data 

management with the help of unique features 

presented in the blockchain, where a distributed 

ledger technology was involved as it was 

"unhackable." With the intelligent contract 

feature, it was inserted as the programmable 

self-executing scheme into the blockchain. This 

was developed to protect the privacy and 

security of the data and the patient's privacy, 

which was also responsible for providing 

complete access to their healthcare records. 

Huge-scale simulations were performed with 

the patient-centric health information to 

evaluate the model's "feasibility, stability, 

security, and robustness." 

In 2020, Niu et al. [2] implemented a healthcare 

data sharing method according to the 

permissioned blockchains. The ciphertext was 

utilized for attribute encryption to ensure access 

control and data confidentiality over the 

medical data. Here, a polynomial equation was 

incorporated to provide the privacy of a 

patient's identity to attain the arbitrary 

association of keywords, and then, the 

blockchain technology was correlated. 

Moreover, the developed method has shown 

better retrieval efficiency than the conventional 

techniques, which was observed through the 

evaluation.  

In 2021, Ray et al. [3] developed a new 

methodology named BIoTHR for ensuring 

privacy based on the blockchain and swarm 

exchange approaches for facilitating the secure 

and seamless transmission of user data within 
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the secured nodes over the peer-to-peer 

communications. The proposed scheme was 

implemented with the IoT on the EHR 

management based on the private blockchain. 

Swarm exchange infrastructures and blockchain 

were introduced for the developed scheme to 

ensure reliable and secure data transmission. 

The analysis was made in the proposed scheme 

to show the high efficiency with the swarm 

exchange, blockchain-IoT, and EHR 

transmission than some of the peer techniques. 

In 2019, Rajput et al. [4] have integrated the 

"Emergency Access Control Management 

System (EACMS)” according to the 

hyperledger composer and hyperledger fabric of 

the permissioned blockchain. The developed 

system has described several rules based on the 

smart contracts to handle the emergencies and 

duration of time for the emergency access of 

healthcare data, which has been assigned with 

certain restrictions for accessing it by the 

patients. The efficiency was evaluated for the 

suggested framework by implementing a 

hyperledger composer based on accessibility, 

security, privacy, and response time.  

In 2022, Tan et al. [5] developed a blockchain-

assisted privacy and security protection method 

named “Decision Bilinear Diffie-Hellman 

(DBDH)” for direct revocation of medical 

records related to COVID-19 based on the 

encryption with the cipher policy attribute. 

Here, the blockchain was used to perform the 

uniform identity authentication, and the entire 

public keys were stored in the blockchain. The 

role of the system manager was to generate the 

parameters of the system and publish the 

private keys to the users and medical 

practitioners. The analysis has revealed that the 

developed model has secured significantly less 

overhead in storage and communication than 

other baseline schemes. 

In 2022, Chelladurai and Pandian [6] 

implemented an intelligent contract-based 

blockchain technology to provide a promising 

solution for the requirements of health service 

providers, physicians, and patients. The 

developed system has focused on exchanging 

health information through the blockchain 

platform for constructing the intelligent e-health 

system. The implemented system has 

introduced the health models based on the 

“Modified Merkle Tree data structure" for 

providing secured storage facilities and fast 

access to healthcare data among diverse 

providers. The quantitative and qualitative 

measures were computed for the developed 

system to evaluate the efficiency of the 

resources, transaction latency, and the 

transactions per second. 

In 2020, Nagasubramanian et al. [7] have 

incorporated the confidentiality loss for making 

the passive impact on securing the health 

records. It was a basic necessity to preserve the 

EHR. Health data was confirmed by developing 

a system-aided with the cloud for ensuring the 

authentication and efficiency in providing the 

integrity of the health records. Here, the data 

integrity was controlled with the developed 

technology of blockchain. The effectiveness of 

the developed framework was verified using 

several parameters such as cost, average time, 

size of data retrieval, and storage over the 

blockchain technology. 

In 2020, Dagher et al. [8] have suggested a new 

model with the blockchain to secure, efficient 

and interoperable access for the medical records 

with the third parties, providers, and patients at 

the time of privacy preservation of the sensitive 

information of the patients. The developed 

approach named ancile is integrated based on 

the smart contracts to enhance access control 

and data obfuscation by incorporating the 
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superior cryptographic approaches to improve 

security. The main intention of the work was to 

evaluate the proposed framework's interaction 

with the diverse requirements of the patients 

and further learn the addressing strategy of 

security and privacy concerns in the healthcare 

sectors. 

2.2 Problem statement 

Existing EHRs using blockchain systems are 

reviewed in Table 1, with several features and 

challenges. Smart contract [1] has ensured 

robustness, security, stability, and feasibility 

efficiency. This model has offered superior 

generalization ability. On the other hand, this 

model requires setup at every healthcare 

facility. Ciphertext-based attribute encryption 

[2] has achieved excellent retrieval efficiency 

and ensures the reliability and authenticity of 

the uploaded data. However, the proposed 

model gets lower search efficiency. BIoTHR 

[3] protects patients' data privacy and offers low 

cost and high availability. This model does not 

utilize lightweight IoT devices. EACMS [4] 

guarantees maximum performance regarding 

accessibility, security, privacy, and response 

time. This model has offered superior efficiency 

when compared to conventional medical 

systems. 

Conversely, it needs higher memory. DBDH [5] 

maximizes the performance regarding delay and 

throughput and provides superior security. 

However, this model suffers from real-time 

attacks. Modified Merkle Tree data structure [6] 

achieves efficiency in transaction latency, 

transactions per second, and resources. The 

performance analysis of the designed model is 

ensured concerning resource utilization, delay, 

transaction response time, and throughput. 

However, the system's latency increases while 

increasing the number of participants. 

Timestamped algorithm  [7] ensures the 

security of sensitive health data and takes less 

time than the existing models. However, this 

model does not process and offers privacy to 

the small data chunks. Smart contracts [8] 

provide security and access control and prove 

higher data integrity and privacy preservation. 

This model is not applicable for intelligent 

contracts with large local databases. This 

review will help the researchers suggest a new 

EHR model through blockchain. 

3. System Model of EHR 

The enhancement in medical data safety is 

made by developing the proposed method on 

the medical platform, as given in Fig. 1. 

According to the medical institutions, they have 

shared the information in particular regions. 

The doctors usually store the encrypted EHRs 

over the servers of their corresponding 

hospitals. The administrator of the servers has 

to focus on preserving specific keywords in the 

permissioned blockchain for achieving EHRs 

sharing between the hospitals. The six different 

attributes of the system model are explained 

below. 

System Manager: The system manager is 

responsible for the entire system, and also it is 

necessary to enroll through the registration of 

data users, doctors, and every patient before 

they are entering into the system. These system 

managers generate the private and public keys 

for data users. Moreover, the system managers 

are usually distributed and revocating the 

attribute, acting as the attribute authority. 

EHR system: This attribute is regarded as the 

users who ensure the medical services for the 

medical institutions. Mostly, every hospital has 

its server along with different computer clients. 

These clients are used for recording the health 

information of the patients. The server 
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generally enrolls the doctors and users in the 

system. The server administrator is used to 

broadcast the keywords related to EHRs to the 

permissioned blockchain. When uploading the 

EHRs by the doctors to the server, the server 

needs to verify the doctor's identification.  

Patient: The patient's registration must be done 

when visiting a hospital for the first time. In the 

registration phase, the patients will be given the 

visit token that acts as a pass for the patient to 

consult the doctor. The authorized doctor is 

used for generating an EHR of the patients and 

preserved as the encrypted EHR over the 

hospital server. The server manager is used for 

storing specific keywords of EHRs on the 

permissioned chains. 

Doctor: The doctors are used to produce the 

EHR of the patients and perform the encryption 

of EHR with the access structure of the patient. 

Further, it needs to be uploaded by the doctor 

into the EHR system as the encrypted EHR. 

Data User: When the data users or third-party 

organizations need to access the patient data 

other than the patient or hospitals, it is 

compulsory to have the searching trapdoors 

produced by the patients for performing the 

keywords searching in the field of blockchain. 

Blockchain: The involved users in the 

permissioned blockchain are enclosed in the 

medical institutions, and the searchers are 

comprised of the participants mentioned 

through the permissioned blockchain system. 

Participants are verified with the transaction 

records broadcast through every server towards 

the blockchain and have implemented the data 

search function over the permissioned 

blockchain. The EHR system model is 

diagrammatically represented in Fig. 1. 
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currency strategy due to specific nodes being 

enclosed for processing independent of 

requirements for the currency encryption in the 

system. The nodes in the permissioned chain 

are used for performing some functions like 

writing, accessing, and reading information on 

the blockchain. There is an increasing business 

count employing the permissioned blockchain 

networks as these networks undergo 

configuration. This network is involved with 

the required restrictions and manages the roles 

where all the participants are necessary for 

processing all the applications. The storage 

capacity of the medical information and the 

way determining the participants over the 

permissioned chain are diagrammatically 

represented in Fig. 2. 

 

 

 

 

 

 

Fig. 1. Data storage model on permissioned blockchain  

4.  Methodology 
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the attributes and the content keys for policies 

encryption. Following data encryption, it is 
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decryption occurs with the users when 

satisfying the user attributes with the access 

policy mentioned in the ciphertext. 

4.2 Meta-heuristic-based CP-ABE 

Most of the existing multi-authority CP-ABE 

approaches are provided better performance, 

but it faces challenges when policies are offered 

with a single set by the users. Hence, the data is 

protected by the data owner in this proposed 

model. Information retrieval is performed with 

the data users from the cloud using blockchain 

technology and smart contract options. Cloud 

computing is offered high security over 

healthcare data with the support of an enhanced 

CP-ABE approach, which is enhanced with the 

proposed HGHO algorithm. The proxy server is 

considered the server where the encryption and 

decryption of data occur with the files using the 

secret key. The access control is further 

advanced by involving the blockchain 

transactions and the smart contracts that make 

the access records over the blockchain 

tamperproof and auditable. The smart contracts 

are employed to accomplish mutual trust 

between the authorities and collect the attribute 

sub-tokens to perform the collaborative 

computations to produce the decryption tokens 

for the users. This heuristic-based CP-ABE 

approach gets the input as the plain text for 

securing the data through the optimal key-based 

encryption and decryption. Here, the developed 

HGHO is utilized to tun the optimal keys to 

ensure the security of the data transmission over 

the data owners and data users. The main focus 

for performing the optimal key generation with 

the proposed algorithm is to attain less 

computation cost Cs , encryption cost, Ec and 

ciphertext size Cts , as given in Eq. (1). 

 
 CtsEcCsOj

Sk

 minarg                                            

(1) 

Here, the term Sk  is indicated as the generated 

optimal secret key.  

4.3 Proposed Algorithm 

The developed permissioned blockchain-based 

secured EHR model introduces the HGHO to 

choose the optimal key for encrypting medical 

text data to make a highly secured EHR in 

medical institutions. GOA [26] is used in the 

developed model due to its improved efficiency 

in determining the optimal solution and not 

undergoing the optimum local problem. But, 

this model cannot solve different optimization 

problems as the search agents usually achieve 

their comfort regions at high speed, making it 

less convergence at a similar point. Therefore, 

the DHOA [27] is adopted into the GOA, 

named HGHO, to obtain the perfect solution for 

the security problem in EHR transmission. The 

developed HGHO is enclosed with the 

deviation-based concept for updating the final 

position of candidates to obtain the optimal 

solution. First, the GOA deviation is estimated 

with “the solution in GOA without any 

computations that are represented by 1dv ." 

Similarly, the DHOA deviation is computed 

and expressed 2dv without any computation in 

the DHOA. The final position upgrade is taken 

place as shown in Eq. (2). 

21 dvdvPosPos                                                        

(2) 

In Eq. (10), the current position of the solution 

is indicated by Pos , and the best solution is 

depicted as Bst . 

GOA [26] is implemented with the 

characteristic features of a grasshopper with 

three different functions such as "target seeking, 

exploration, and exploitation." The 

characteristic features of the grasshoppers are 
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used to updat rXt thr e the solution's position as 

in Eq. (3). 

rrrr AtGtStXt                            

(3) 

The gravity force of the thr solution is termed to 

be rGt  the wind advection is shown by rAt . The 

randomly determined features are computed as 

shown in Eq. (4). 

rrrr AtRhGtRhStRhXt 321                                         

(4) 

Here, the random numbers are expressed 

by 1Rh , 2Rh  and 3Rh . Then, the social interaction 

is depicted rSt , computed in Eq. (5). 

  rjt

Nt

jt
rjtr TddTsTSt

igjg









1

                                                  

(5) 

Here, the distance between two solutions is 

described rjtdT , the unit vector computed from 

thr solution to the thjt solution is 

depicted
rjt

rjt

rjt
dT

xTxT
Td





, and the function that 

influences the social force is represented sT . 

The component Gt  is estimated with Eq. (6). 

gTr egTGt ˆ                            (6) 

Here, the term gTê  denotes the dimension's unity 

vector and similarly gT  expresses the 

gravitational constant. The component At  is 

determined with Eq. (7). 

wTr TuTeAt


                                          

(7) 

The unit vector is depicted wTTe


in the winding 

path, and the constant drift is described uT . 

Further, Eq. (3) can be replaced and depicted as 

Eq. (8). 

  wTgT

rjt

rjtNt

jt
rjtr TuTeegT

dT

xTxT
xTxTsTXt

itjt





 





ˆ
1

    

(8) 

Here, the grasshopper count is depicted Nt , and 

the social force is 

indicated   rTlT

rT

eTfTerTsT 



 . This 

mathematical model cannot solve the 

optimization challenges directly, so it is 

modified as Eq. (9). 

 

dT

rjt

rjtdT

r

dT

jt
dTdT

Nt

jt

dT

r

tT

dT

xTxT
xTxTsT

lpup
cTcTXt

itjt

ˆ

21















 



 



   

(9) 

Here, the term cT  is indicated as the decreasing 

coefficient that minimizes the comfort zone of 

the algorithm that is proportional to its iteration 

counts, and the lower and upper bound of the 

solution are correspondingly represented by dTup  

and dTlp .  

DHOA [27] is implemented with the hunting 

strategy of the humans towards the deer, which 

is based on the hunter's behavior. Here, the best 

solution is updated spXt lpXt , regarded as the 

successor and leader positions, respectively. 

Similarly, the position angle-based update in 

the DHOA is shown below. 

 (1) “Propagation based on leader’s 

position”: Here, the encircling of the deer 

happens with their encircling behavior, and it is 

used for reaching the best position as in Eq. 

(10). 

y

lplp

y XtXtZihiFiXtXt 1                             

(10) 

The random variable hi that lies in the interval 

 2,0 and wind speed is expressed Fi , and the 

coefficient vector is denoted Zi . The position of 
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the solution at the current iteration is 

represented by yXt , and the position for the nest 

iteration is depicted by 1yXt . At the starting 

stage, the position of the hunter is 

indicated  AuXt, . After the position update, the 

best position is expressed   AuXt , , which 

changes according to the coefficient 

vectors Fi Zi . If the condition  1hi  is satisfied, 

then the position is updated with Eq. (10), or 

else, the position angle or successor position is 

used for position updating. 

(2) “Propagation based on position angle”: 

The position angle is determined by knowing 

the hunter’s position. The next iteration of the 

position angle is shown in the Eq. (11) 

  y

lplp

y XtXtuhiXtXt  cos1                            

(11) 

Here, the term hi  denotes the random number 

and 

yXt represents the best position.  

(3) “Propagation based on the successor 

position”: The vector Zi determines the 

updating position of the hunter. If the vector Zi s 

are below 1, modify the position according to 

the successor position as in Eq. (12). 

y

spsp

y XtXtZihiZiXtXt 1                             

(12) 

The pseudo-code of the proposed HGHO is 

given in Algorithm 1. Here, the successor 

position of the hunter is depicted spXt . Then, 

determine the fitness value for every search 

agent and update both the leader and successor 

position until the stopping condition is satisfied. 

Finally, the best solution is attained. The 

flowchart of the proposed HGHO is given in 

Fig. 3. 

Algorithm 1: Proposed HGHO 

Generate the initial population and its parameters 

Calculate the fitness function of every solution 

While (stopping condition) 

 For each  

  Position update based on the GOA using Eq. (9) 

   Determine the deviation 1dv  of GOA 

  Update the position of the solution using DHOA  

   Upgrade the position with Eq. (10) when  1hi  

   Upgrade the position with Eq. (11) when  1hi  

   Compute the deviation 2dv of DHOA 

  End  

  Update the final solution using Eq. (2). 

 End for 

Update the parameters 

End while 

Obtain a best optimal solution  
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5. Flowchart of the Proposed HGHO 

The EHR sharing scheme is involved on the 

permissioned blockchain enclosed with 

different steps and six different algorithms as 

given below. 

System Initialization: 

   SkPu,Setup  : Here, the setup algorithm is 

processed with the help of the system manager. 

The input is obtained as a security parameter  , 

and the output is given as the master secret 

key Sk  and public parameters Pu . 

Key Generation: 

  TKSuPuSk ,,KeyGen : Here, the secret key 

generation algorithm is involved and controlled 

by the system manager. The input is acquired as 

the attribute set Su  of a user, public parameters, 

Pu and master secret key Sk . Similarly, the 

output is regarded as the secret keyTK . 

 

Data Storage: 

   DJNUSPuEnc ,,,,  Here, the encryption 

algorithm is used, which the doctor handles. 

The EHRs N , keywords set U of shared EHRs, 

access control structure S of the patient Pt , and 

public parameters Pu  are used as the input for 

the algorithm. The output is accomplished to be 

a ciphertext D and keywords index J . 

Data Query: 

  USTKUPu ,,Trapdoor The user is employed to 

handle the trapdoor generation algorithm. The 

input is acquired as the secret keyTK , search 

keywords set, U  and public parameters Pu , and 

the algorithm's output is attained as the search 

trapdoor US  . 

  DSJ U ,Search : Here, the search algorithm is 

processed with the support of participants, who 

are presented in the permissioned blockchain. 

 

Generate the population 

with its parameters 

Evaluate the cost function  

Start 

Estimate the deviation of 

GOA 

 

End 

Determine the deviation of 

DHOA 

Return the best optimal 

solution 

Update the solution based on 

the deviation concept  

For all the solutions  
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Here, the input is acquired as the search 

trapdoor US  and keywords index J , and the 

output is received as the ciphertext D . 

Data Decryption: 

  NDSkPu ,,Decrypt : The user is accessed with 

the decryption algorithm with the input as 

ciphertext D , secret key, Sk and public 

parameters Pu . Finally, the decryption 

algorithm provides the message N as the output. 

a. Process Carried out for Retrieval of 

EHR using Permissioned Blockchain.  

The developed method has three stages: 

"system setup, data generation and storage, and 

data search and access." 

Stage 1-System setup: 

  Setup : The input is given as the security 

parameter   and considered the two different 

multiplicative cyclic groups such as 1H  and 2H  

along with the generator q  and the two 

generators of 1H being denoted as 1h and 2h . 

Assume it 211: HHHf  to be an admissible 

bilinear map. The system has chosen the 

variables  qA ,  and has computed 




222 ,, hhh  

them. Then, the four different functions are 

chosen as   
 qAI 1,0:1 ,  qAHI 12 : 23 : HAI q 

  

and   1,0: 24 HI . The system parameters are 

described 

as













 432122221 ,,,,,,,,,, HHHHhhhhhfqPu 



 is used, 

and the master secret key Sk  is generated with a 

secret as in Eq. (13). 

  ,Sk                                                                  

(13) 

  KeyGen : Here, the system manager 

takes the responsibility of choosing  qAs , and 

the computation 

 s

hS



 1

s

hhS 







21 is done. The 

selection  qb Au is made for all attributes Tb  

and further determine bu

b hY 1 d  bIus

b
bhhZ 1

11 . 

Finally, the attribute authority passes the secret 

keyTK  towards the users as in Eq. (14). 

  TbZYSSTK bb  ,,,                                     

(14) 

 

 

Stage 2: “Data generation and storage” 

The patient Pt  visits the hospital to treat their 

illness, which the hospital server has randomly 

chosen  qAi and has computed  iI3 , and the 

server has reserved  . Here, the term i  is the 

secret key between the doctor E  and patient 

during the consultation. The doctor E s are 

responsible for handling the encryption 

algorithm as given below. 

  vnEnc , : In the first step, the doctor E  has 

produced the health records   1,0N  related to 

the patient Pt  and has utilized the assessment 

structure  i,  for 

computing 

i

hD 10    i
hhfIND 1141 , . In the 

second step, the doctor is involved in extracting 

the keywords sets  qAcb,  for designing the 

polynomial equations according to the 

keyword  nuuuU ,,, 21  s given in Eq. (15). 

          

01

1

1

12111

bybybyb

cuIyuIyuIybyh

n

n

n

n

n







 


 (15) 

Here, for every kb ,  nk ,,2,1   is used for 

computing kb

k hM

2 , ci hhG 220   and ihG 

21  . The 
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output of the encryption algorithm is shown in 

Eq. (16) and Eq. (17). 

 10 ,, DDDN                                                         

(16) 

  



wwwku CBGGMJ ,,,, 10                                 

(17) 

The doctor E  uploaded the 

ciphertext ND and uJ into the database server of 

the EHR system present in the hospital. After 

uploading the data, the cloud server needs to be 

verifying the authentication of a doctor. The 

doctor E  has arbitrarily selected  qAss 21, every 

attribute Tb  and has 
 qb Au ' computed  bIuss bhh 1

'
21

2

,

21   and hh bus 


2

22 . 

Then, the doctor transmits  i,, 21   it to the 

EHR server used 
 

i
bI

Ii 











1

1
2


and also has 

determined  iI3  to be true or not. Then, the 

correctness is given in Eq. (18). 

 
 

 

 

  
  































































iI

ihII

i
h

hh
II

i
bI

IIiI

ss

bIu

bIuss

b

b

3

,

223

2

2

,

2
23

1

1
233

21

1
'

1
'

21

                                       

(18) 

The manager present in the EHR system is 

involved in extracting the block cJE , which is 

the identification of the hospital, and the secure 

keyword indicate PtJE s the patient identity is 

expressed uJ . The server in the EH system is 

used to broadcast the new transactions towards 

the blockchain denoted by  uPtcJ JJEJEUY
u

,, . 

Stage 3: “Data search and access” 

 Trapdoor : The trapdoor US  belongs to the 

keyword set is indicated as in Eq. (19). 

  TbZYFLLS bbjU  ,,,, 10                            (19) 

 Search : The searcher is performed with 

the attributes on the permissioned blockchain 

belonging to a trapdoor and has computed the 

secret value of the leaf node as in Eq. (20). 

   0

21
3, wiss

w hhfF                                            (20) 

 DecryptThe data user has obtained the 

ciphertext  10 D,DU,D   through the hospital 

server, and the ciphertext's decryptions are 

performed with the ciphertext. 

 
 

 si

Wb

Wb
w hhf

CYf

BZf
F 21,

,

,
                                    

(21) 

 
















wF

DSf
I

D
N

0
4

1

,
                                                  

(22) 

The above two equations show the decryption 

of medical records for regaining the data related 

to the patients. 

5. Results  

5.1 Experimental setup 

The permissioned blockchain-based secured 

EHR model is developed in Python, and further 

analysis was conducted to verify the 

transactional latency, time taken, and 

effectiveness of the system. The evaluation was 

made between the developed and state-of-the-

art methods to improve the blockchain-based 

EHR transmission model. The population size 

of 10 and the maximum count of iterations of 

1000 were utilized in the developed model. The 

proposed HGHO-CP-ABE was distinguished 
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from other existing algorithms like “ Whale 

Optimization Algorithm (WOA) [28], 

Coronavirus Herd Immunity Optimization 

(CHIO) [29], GOA [26] and DHOA [27], and 

machine learning algorithms like BIoTHR [3] 

and EACMS [4]”. 

5.2 Convergence analysis  

The proposed HGHO-CP-ABE-based EHR 

transmission model secures less ciphertext size, 

computation cost, and encryption cost by tuning 

the encrypted keys for encryption and 

decryption, which is observed compared with 

conventional optimization techniques. The 

convergence rate of the proposed model is 

evaluated with different existing algorithms at 

the increasing iterations, as depicted in Fig. 4. 

The betterment of the proposed model is 

observed to be 14.2%, 13.3%, 12.02%, and 

12.4% enhanced than WOA-CP-ABE, CHIO-

CP-ABE, GOA-CP-ABE, and DHOA-CP-

ABE, respectively at the 400
th

 iterations. Hence, 

it is verified that the suggested HGHO-CP-

ABE-based model has secured the EHR 

transmission with superior performance. 

 

6. Convergence analysis on proposed permissioned blockchain-based secured EHR model. 

5.3 Decryption time analysis  

The proposed model based on the heuristic-

based CP-ABE approach is analyzed to show 

efficient decryption performance and time 

efficiency, as shown in Fig. 5. Here, the 

analyses are done between the algorithms and 

other baseline approaches. The developed 

method reveals a minimum decryption time for 

retrieving the medical records, where the 

proposed model is 11.67% and 13.6% superior 

to BIoTHR and EACMS, respectively.    
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(a) (b) 

 

6. Decryption time analysis on proposed permissioned blockchain-based secured EHR 

model with “(a) different heuristic algorithms and (b) existing models." 

5.4 Encryption time analysis  

The evaluation was made between the proposed 

and conventional algorithms to check the 

encryption time of the medical records, as in 

Fig. 6. The proposed HGHO-CP-ABE shows 

12.6% and 13.2% improved than BIoTHR and 

EACMS, demonstrating that less encryption 

time is required for the proposed model.  

  

(a) (b) 

 
 

6 Encryption time analysis on proposed permissioned blockchain-based secured EHR 

model with “(a) different heuristic algorithms and (b) existing models." 
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5.5 Key generation time analysis  

The key generation in the proposed HGHO-CP-

ABE-based data encryption approach was 

tested with different algorithms and existing 

models, as in Fig. 7, at a different number of 

attributes. The proposed model has secured 

medical records in the EHR system with high 

security by performing less time for key 

generation, which is observed to be 14.5%, 

16.7%, 12.3%, and 11.5% enhanced WOA-CP-

ABE, CHIO-CP-ABE, GOA-CP-ABE, and 

DHOA-CP-ABE. 

 

 

(a) (b) 

 
 

9. Key generation time analysis on proposed permissioned blockchain-based secured EHR 

10. model with “(a) different heuristic 

algorithms and (b) existing models." 

5.6  Transactional latency analysis  

The transactional latency was evaluated for 

developed blockchain-based and conventional 

systems by increasing the patient count in Fig. 

6. The blockchain-based systems confirm 

significantly less delay at 500 patients and thus, 

show the effective data transaction in the HR 

systems

. 

 

11. Transactional latency analysis on proposed permissioned blockchain-based secured EHR 

model. 
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5.7 Transactional time analysis  

The evaluation is made to verify the adequate 

transactional time in the proposed permissioned 

blockchain-based EHR security model, as 

shown in Fig. 9. This analysis confirms that the 

transactional time of the blockchain-based 

systems are seems to be less when compared 

with the traditional systems

.  

 

12. Transactional time analysis on proposed permissioned blockchain-based secured EHR 

model. 

7. Conclusion 

This paper has developed a new permissioned 

blockchain-based EHR security model with the 

optimization approach for securing the EHR of 

the patients in the hospital. Here, the developed 

HGHO was used for selecting the optimal keys 

required for the data encryption. The HGHO-

based CP-ABE model has secured less 

computational time, encryption time, and 

ciphertext size. The evaluation has shown that 

the proposed HGHO- CP-ABE approach has 

given 12.4% and 14.5% improved encryption 

performance to BIoTHR and EACMS. Thus, 

the enhanced security performance of the 

proposed permissioned blockchain-based EHR 

security model was observed more than the 

conventional techniques. 
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