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Abstract:

Connectivity is the heart of Internet of Things (IoT). Massive growth has been seen in communication
technology that has taken the Internet to the masses. These advancements in communication technology and
low-power wireless technology form Internet of Things (I0T). Now, 10T is recognized as a global network of
devices, networks, things, and machines. Small devices such as RFID, NFC, Bluetooth, sensors act as a
backbone of 10T. These connectivity-increasing devices form 0T applications that are becoming part of daily
life. The adoption of this technology is transforming the industrial as well as social workflow. Each
communication technology plays its own role in terms of range, bandwidth, power consumption, cost, speed and
network requirements that will deploy the specific 10T applications. Security is also a major concern. This paper
presents communication technologies, namely, RFID, NFC, Bluetooth, ZigBee, cellular and Wi-Fi with their
role in 10T applications. Security Challenges faced by these communication technologies are also presented in
this paper. Additionally, a smart home solution has been presented in terms of technology and security. Further
security trends in 10T are also presented.

Keywords: 10T; Wireless; Security; Communication Technologies; Smart Home.

1 Introduction

Internet of Things (loT) is enabling opportunities in every field either industrial or domestic by
connecting devices through the Internet. 10T is growing rapidly so that it will play a major role in future
technology. During this pandemic time of COVID-19, there is a higher demand for IT technology in education,
health services, business, etc., where everyone needs Internet connectivity through any type of device
everywhere that can be fulfilled by loT. 10T is also known as a global network of devices. In the future, the
industrialist will invest in 10T for redesigning industry workflows and optimizing machinery usage, cost, and to
increase revenue. For example, John Deere is already using loT- enabled tracking system to improve
efficiency[53]. Network communication technologies and communication protocols are primarily exploited by
IoT. These technologies and protocols support networking operations required in 10T systems. Due to the
advancement in micro controller and communication technologies, 10T is growing rapidly with the support of
Wireless Sensor Network (WSN). These tiny sensing devices sense the various parameters concerned with
specific applications and store these parameters temporarily. Then, this captured information is transferred to
electronic devices through communication technology for processing[66]. The major communication enabling
technologies of 10T are NFC, RFID, Bluetooth, and Wi-Fi. Each technology has its working capacity in terms of
data transfer, storage and security. However, the RFID tag plays an important role in 10T to identify the objects
attached to the RFID tag. So, the number of devices connecting to the Internet is increasing day-by-day which
leads to various challenges such as object identification, locating device, authentication, management, security,
etc. A review of communication technologies contributing to 10T has been also presented by Roselli et al.[82].
This paper represents the communication technologies that enable communication through 1oT with their
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security challenges. A comparison has also been done between these communication technologies based on
some parameters.

2 The Vision of loT

After Wireless Sensor Network (WSN), 10T is a kind of new generation of Information Technology. In
1991 Kevin Ashton has formed a term Internet of Things (IoT) [87]. IoT’s aim is oriented toward connectivity
of things and Internet. These things are embedded with RFID and using network technology through Internet.
Thus, this connects anywhere anytime at anyplace. This huge network of connectivity form 10T network where
anything can consist of Internet and sensors to capture the information. The information is captured by sensors
and processes by the concerned devices and actuators perform the action as per the processed information. The
vision of such network is to track, locate, identify, trigger and administer the things for a specific
application[13]. 10T is enabling resource-constrained devices to accomplish different jobs in many emerging
areas. It has enabled the devices to perform computations, communication and intelligent decisions[95] as

shown in Fig. 1.
Connectivity of Physical
& Virtual thing

Connectivity any
thing any where

(Self Configuring Capabilites) (Seemlessly Intergrated )

( Dynamic Global Network )

Fig. 1: Vision of loT

3 10T Architecture

There is a need for exploratory study to improve aspects such as energy usage, scale, efficiency, and so
forth, due to its widespread uses and excellent infrastructure. Furthermore, a framework is required in an loT
context to collect and analyse data for outcome. Since the information obtained global level cannot be managed
centralized in all but the most dispersed areas. As a result, cloud solutions have evolved into an indispensable
component of 10T systems. Data gathering, transmitting data, method used to transmit information, framework
to process and store data, and ultimately decision-making are the five steps of 10T. Just like every section of the
community seeks to automate workplaces and replace humans in specific scenarios, work in such 0T stages is
fast developing. Sensors, transceivers, actuators, CCTV, radio-frequency identification (RFID), and other
devices are commonly used to span objects of interest (known as 10T environment) in a spectrum of uses for a
variety of objectives. These devices work at physical layer. Here, devices sense and capture data. loT may
develop enormously by interacting and sharing data with each other without the need for human engagement
due to various communication technologies like Bluetooth, Wi-Fi, ZigBee, 5G, etc. These communication
technologies enable 10T communication by transmitting data. This layer is known as Transport layer. The
devices are internet-connected and can be managed via smartphone apps. Each device in an lot paradigm is
given an IP address in able to connect to the Internet or other networks and be uniquely identifiable. To begin,
10T nodes are attached to a personal area network (LAN) for short-range connectivity (such as ZigBee,
Bluetooth, wireless devices, and others). Then, via Wi-Fi, Ethernet, and many other methods, the short-range
networks are connected to the local area network. Then data is processed using 10T services. Furthermore,
information produced by lot nodes is transmitted to the cloud over wide-area networks, which may be private or
public. In order to analyse and extract knowledge for decision-making, captured data must be kept. This is done
at processing layer. This type of information is large, quick, and diverse. A central server can be a cluster,
supercomputer, a grid, a cloud, or something else entirely. For diverse reasons, various computing models have
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been developed. However, because of its dynamic pricing approach and expandable operation characteristic,
cloud computing has grabbed corporations and scientific industries. These computing models work at business
layer. Cloud computing is such a business model that provides service based resources on a charges basis on
use, and it’s ideal for IoT environments to quickly build up a virtual computing infrastructure instead of
implementing on-premise data warehouses.

IoT has not a universal architecture; rather different researchers have proposed different
architectures. During the early stage, three-layer architecture of 10T was proposed then later Said & Masud in

2013 proposed five-layer architecture [83]. These five layers are perception, transport, processing, application,
and business layer as shown in Fig. 2.

Application Layer

Smart city, Agriculture (Decision Making)

A

Business Layer

Cloud Services, Computing (Procss & Store)
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Physical Layer
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Fig. 2: 10T Architecture

Sensors, Activator, RFID, GPS

4 COMMUNICATION TECHNOLOGIES

4.1 Radio Frequency ldentification (RFID)

This automated technology is used to track, monitor, and identify objects wirelessly. It was first
introduced in 1945. It is a prerequisite for loT communication [44]. This technology includes two components,
i.e., tags and readers as shown in Fig. 3.

command command
Applications —_——> Reader <>
Response Response

Data Flow
Fig. 3: RFID

Tags:The terminating points of RFID are called tags. Tags are used to store identity information of a device and
other information needed for working of tag. These tags are of two types, one is Active tags which contain on-
board power and more range. Another is the passive tag which does not have internal power, so it gets active by
touching the reader. These tags contain an integrated circuit to store and process the information and to
modulate/demodulate the RF signals.

Readers: Readers consist of an antenna to transmit and receive signals to/from the tags. Readers are powered
with a battery or plugged using a wall outlet. To activate the passive tags, readers need strong radio frequency
signals. A reader controller is connected with the reader to manage the information read by the reader. It can
also update a tag if required by the application [80]. The major use of RFID is to tracking objects, observing
race timing, and inventory management. It is the so-called IoT. IoT became famous through the Auto-1D Centre
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and market-related analysis [44].

1. Security Challenges: The major security risks are tag isolation, tag cloning, denial of service, malicious
code injection, RFID skimming, amplification attack and unauthorized access etc. but still as per market
statistics, RFID industry will grow continuously and there is need to develop security measures. Some authors
have presented solutions to challenges as shown in Table 1. The cost of commercial RFID reader and
reconfiguration is high as RFID tags are not much flexible. Wireless RFID sensors are not pervasive in homely
use.

Table 1: RFID Challenges and their Solutions

Security Challenges Solutions
Tag Cloning [15], [45], [115]
Privacy [26], [93]
Malicious code injection [34], [91]
Unauthorized access/ RFID skimming|[3]
IAmplification attack [20], [29]

2. Application Areas of RFID: A teaching management application has been developed by Tan et al. [103]
which is implemented using WiFi supported RFID (WiRF). It performs automatic student attendance using
Quick Response (QR) code. Another RFID based application[26] mainly focuses on protection of medical data
using one authentication scheme where tag identity is kept secret. In agriculture, an 10T application has been
designed to monitor the growth of sugarcane and to monitor the food quality[19]. Industries are also adopting
RFID for inventory tracking, automatic billing, etc. [107], [92]

4.2 Near-Field Communication

NFC is a radio frequency-based communication technology that has enabled contactless transactions.
It is useful for short-range communication. It works in a band of 13.56 MHz. It can also read the high-frequency
RFID tag. The typical range of NFC is 3 inches. It can also work as a tag or a reader as shown in Fig. 4 [76]. It
contains two types of components, namely, Initiator and Target.
* The initiator device initiates the communication and generates an RF field to power the passive target.
* The target device receives the information from the initiator that can be passive or active.

The major use of NFC is to share information between smart phones and for contactless payments. NFC

technology enables 10T communication through its following features[106].

* Connect two IoT devices through its tap and go mechanism.

* Due to its short range, it protects against unauthorized access because NFC chips must be close enough to
initiate information transfer.

« It provides data confidentiality through its built-in encryption feature.

* Data can be exchanged passively via NFC tags to NFC-enabled devices having no power.

« It plays a major role in IoT applications such as home automation where no need to remind long passwords,
just NFC-enabled devices can connect to the home network by simply tapping the feature.

Thus, NFC has significant potential to improve loT applications.

1. Security Challenges:NFC sensors works with the insecure channel which is vulnerable to various security
attacks like eavesdropping, ticket cloning, phishing, spoofing, relay attacks etc. Data can be modified during
transmission or denial of service attack can occur. Each smart card chip contains a unique ID, but attacker can
misuse the ID as only single id is being used. Such attacks can be handled using some security protocols as
shown in Table 2.
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Fig. 4: NFC

Table 2: NFC Challenges and their Solutions

Security Challenges Solutions
Eavesdropping [59], [112]
Relay Attack [18], [111]
Ticket Cloning [17]
Spoofing/ phishing [171, [94]
Single ID [94], [6]

2. NFC Applications: It plays a major role in 1oT applications such as home automation where no need to
remind long passwords, just NFC-enabled devices can connect to the home network by simply tapping the
feature. Thus, NFC has significant potential to improve 10T applications. NFC applications work in the form of
touch and go, touch and confirm, touch and explore etc. Users use NFC applications to shop from home.
Payment applications[63], attendance system[58] and other data transfer[69] applications. These applications
work in different modes, namely, Card emulation mode, Reader/Writer mode and Peer to Peer mode.

4.3 Bluetooth

Bluetooth is a low-power technology that is native support for 10T communication. It was developed
in 1994. It is a short-range wireless technology. It allows devices to transfer data through radios waves by
connecting them. Bluetooth acts as a pillar of the 10T that provides connections to devices. Through Bluetooth,
any type of file can be transferred such as audio, video, images, and documents[22]. The maximum range of
devices having Bluetooth should not exceed 100 m. However, its range varies from Class 1 to Class 3. Class 1
has the maximum range of 100 m and class 3 has the range of 1 m. Although several times Bluetooth technology
has been seemed to be dead[22], still it is more suitable for 10T applications [68]. But due to its complex
discovery rules, conventional Bluetooth is not well-suitable for 10T[38]. A term BLE (Bluetooth Low-energy)
also called Bluetooth Smart has been introduced in 2010. The purpose of BLE is to use Bluetooth for wireless
sensor networks as shown in Fig. 5. In BLE, there is more channels and bandwidth as compared to conventional
Bluetooth. To discover and establish connections between IP-enabled devices, a protocol named Internet
Protocol Support Profile (IPSP) has been introduced by Bluetooth SIG. However, BLE is not able to support
multicast communication[52]. Since Bluetooth has more extensive use in smartphones, it is also gaining a place
in some 10T applications like home automation[96].

User Applications Bluetooth Low Level
Energy

Fig. 5: Bluetooth
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1. Security Challenges:The initial Bluetooth security settings (connect-ability and discoverability) are done
by user that can be silent, private and public. There are so many vulnerabilities such as eavesdropping, weakness
in encryption method, PIN code selection, and weak device configuration as shown in Table 3. Man —In —The —

Middle (MITM) attack can occur during secure sample pairing. Such type of vulnerabilities can be handled
using intrusion detection and prevention system, Fingerprint-based security method etc.

2. Bluetooth Applications:Since Bluetooth has more extensive use in smartphones, it is also gaining a place
in some 0T applications like home automation [96]. Radar door system[42], smart agriculture monitoring [81],
attendance management system [57], [23] are some Bluetooth-based 10T applications. Bluetooth makes the little
things smart by its connectivity feature like pedometer in shoes, smart watches, home automation features etc. It
plays a major role in health and fitness applications[78].

Table 3: Bluetooth Challenges and their Solutions

Security Challenges Solutions
Battery Exhaustion attacks [65]
Man —In —The —Middle (MITM) attack on SSL [99], [117]
Relay attacks [105]
Impersonation attacks (weakness in encryption/ PIN code selection system)|([7]
Eavesdropping, weak device configuration [105], [36]
Spoofing attacks [114]

4.4 ZigBee

It is low-power communication and radio wireless technology that is well suited for 10T applications
as shown in Fig. 6. However, it is not adopted by the mobile phone industry, so limited to use in public
deployment[38]. It is low energy and low-cost technology that is a requirement of 10T. Due to its ultra-low
power, ZigBee devices have long-lasting batteries[55]. It is the standard radio protocol used in wireless sensor
networks [16]. It supports point-to-point as well as point-to-multipoint networks. It provides a secure data
connection using a 128-bit AES encryption algorithm. ZigBee 3.0 supports up to 6500 nodes per network[41]. It
enables wireless communication at a low cost with low-power solutions. ZigBee is gaining a place in various
loT applications such as Green House Monitoring[84], Home Automation System [31].

Fig. 6: ZigBee

1. Security Challenges:Like other communication technologies, ZigBee is also vulnerable to different
security attacks as shown in Table 4. ZigBee has some built-in security features; still some network attacks can
occur. Attacks such as flooding and de-synchronization are vulnerable at transport layer. Network layer is more
prone to wormholes and selective forwarding attacks where sender node is attacked by malicious nodes.
Sometimes attackers create congestion by neighbour attacks. Attacker sends fake messages to low the node’s
energy.

2. ZigBee Applications: ZigBee is an emerging technology in computing that connects devices with Internet
and reduces cost, time and human efforts by deploying loT applications. These technologies have made possible
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to identify, locate and track objects. IT has become a communication standard in commercial applications[4].
ZigBee has various automation applications such as smart home[30], attendance system[102], healthcare
applications[4] etc.

Table 4: ZigBee Challenges and their Solutions

Security Challenges Solutions
Network Layer attacks [27], [49]
Unauthorized access [49]
Energy Depletion Attack [14], [64]
Sink attack, LDoS attack [70], [28]
'Wormbhole attack [43]

4.5 6LoWPAN

The 6LOWPAN is a wireless low power personal area network that supports IPv6 protocol network
[87], [108]. Its main aim is to apply the Internet Protocol over smallest devices that are limited in computational
and processing power. Thus, its target is to connect low-power communication applications using IP networking
as shown in Fig. 7. As IPv6 has enough address space to identify all the devices/things in the world. For this,
6LoWPAN group defined the header compression and encapsulation method that allows IPv6 packets to transfer
over low power networks. IT provides both secure mode as well as non-secure mode for communication.

1. Security Challenges:6LoWPAN network is vulnerable to various attacks such as direct network damage,
stealing the confidential information by unauthorized access etc. As shown in Table 5. At physical layer, there
can be jamming attack, tampering attack that exploits nodes to steal the secret information [110]. As 6LoWPAN
doesn’t provide any authentication scheme so it can result in fragmentation attack. So, attacker can easily join
the network[75] It directly connects to the Internet which can lead to Internet side attacks.

Table 5: 6LoWPAN Challenges and their Solutions

Security Challenges Solutions
Fragmentation attack [40]
IAuthentication/Impersonation attack [71], [73], [104]
Internet side attack [43], [79]
Replay/Neighbour attack [110]

Copycat attack [109]
Denial-of-service attack [47]
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Fig. 7: 6LOWPAN

2. 6LOoWPAN Applications: 6LoWPAN provides wireless connectivity to Internet at low data rates. It has so
many application areas. It provides so many opportunities in various areas of automation such as healthcare [37]
, smart grid [89], smart home [104], [51], industries [86], smart lighting [39], etc. These applications decrease

human efforts a lot.

4.6 Wi-Fi

Wireless Fidelity (Wi-Fi) is a widespread network. It connects a broad network of computers to form a
local area network as shown in Fig. 8. It has higher range than ZigBee, Bluetooth, and other protocols. It
operates on the frequency of 2.4 GHz and 5GHz [96]. It can address a variety of profiles. Its main role in 10T is
to perform internetworking with other specialized communication technologies. Thus, Wi-Fi supports
narrowband as well as broadband IoT applications. Some 0T applications like vehicular systems and security

cameras system need higher bandwidth, so implemented with the support of Wi-Fi.
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Fig. 8: WiFi
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1. Security Challenges:There are also various encryption levels of Wi-Fi such as WEP 64/128-bit
encryption, WPA and WPA2. But still, it’s difficult to detect attacks in Wi-Fi networks. Usually, attacker
attacks the Wi-Fi network when a device searches for a wireless signal. The other major attack is eavesdropping
on wireless network. Wi-Fi network is also vulnerable to various attacks such as network access, data stealing
etc. as shown in Table 6.

Table 6: Wi-Fi Challenges and their Solutions

Security Challenges Solutions
Data stealing [9]
/Authentication [54], [60]
\WiFi Cracking/Spoofing/ DoS/ Port scanning attack  [[24]
Devices prone to attack [90]

2. Wi-Fi Applications: Wi-Fi addresses the many different profiles due to its family of standards. Thus, it
supports application areas in most 10T networks. 10T applications like security cameras[97], vehicular
system[67] need wireless broadband network’s bandwidth that enable low latency. It supports broadband as well
as narrow band loT applications.

4.7 Cellular Technology (3G/4G/5G)

3G networks support more security features than 2G, but still have some bearers such as circuit data as
well as circuit voice. Cellular technology[61] is raising the mobile communication that supports audio-video
calls effectively. But it needs high power requirements and operational cost. However, it is not much suitable for
battery-operated 10T sensor networks. Next-generation high-speed 5G [33] cellular technology is expected to be
future of 10T applications. 5G has ultra-low latency. It supports communication to the devices like smart phones,
GPS trackers, and wireless devices like mouse, keyboard, cell phones and many more.

1. Security Challenges: As the technology is advancing, with the same speed vulnerabilities are also
increasing. There are various security challenges that need to consider while deploying loT applications. Due to
wide architecture of these networks, such networks are vulnerable to various attacks such as Denial of Service,
Unauthorized access, Channel jamming, Energy depletion, Message forgery, replay attack, Man-in-middle
attack etc. as shown in Table 7.

Table 7: Cellular Technology Challenges and their Solutions

Security Challenges Solutions
DoS/Spoofing/ Routing attack [34], [50]
Sniffing attack/ Identification attack [88]
Replay attack [2]
Energy Depletion Attack [48], [74]
Privacy attack [8], [12]

2. Applications: Rise in bandwidth of 3G/4G networks give rise to several l0oT applications such as Video on
demand, Global roaming, Tele-marketing, Tele-medicine, Mobile Television, Video conferencing, Location-
based applications[25], Antenna designing [21], Agriculture [101] etc.

5 Comparative Evaluation

The trend to support a variety of connections under the umbrella of 10T is increasing day by day. In
10T, the number of machine-to-machine (M2M) connections is more, and the majority of these connections are
wireless. These connections are enabled by various communications technologies that vary in some capacity’s
metrics mentioned below:
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» Power - Moderate power/ low power/ Ultra-low-power
 Range — Long range/ local range/ short range/ very short range
* Data Rate — Moderate data rate/ Low data rate
* Latency — Low latency/ Ultra-low latency
* Availability — Standard availability/ Critical availability

* Topology — Point-to- point/ multi-point

As per these factors, some of the communication technologies that enable 10T are compared in Table 8. As the
number of devices connecting to 10T is increasing day-by-day, so there is need to update the communication
technologies in terms of wide spectrum, multi-functional chips with ultra-low power and unified protocol.

Standardization of these technologies is also necessary to ensure security, efficiency and reliability.

Table 8: Comparison of Communication Technologies

Communicat | RFID[10] NFC Bluetooth | ZigBee[41] | 6LOWPAN | WiFi 5 | Cellular
ion [106] [113] [108] and 6[72] | Technology
Technologies (3G/4G/5G)
Features [61]
Power Low power | Need Very low | Very low Very low Moderate | Ultra-low
based on | device (Long (5G)
(Active or | power battery life) High (3G/4G)
Passive)
Range 10cm/im/ | Short Short 40- | Short  10- | 800m Moderate | 10 Miles (4G)
100m/2m range 400m 100m 20 m/ 150
3inch m
Data Rate Low to | Low 424 | Low Low 250 | 250 Kbps High 20 Mbps (4G)
moderate Kbps 2Mbps Kbps bandwidth
(band wise) (BLE)5.0 100Mbps
Frequency 120kHz/13. | 13.56 2.402 24 GHz, | 24GHz 2.4 | 5/ 6 | 2-8 GHz (4G)
56 MHz/ | MHz GHz to | 900 MHz, GHz
10GHz 2.48 GHz | 868 MHz
(band wise)
Latency -- - Low Low - Low Ultra-low (5G)
Topology Point-to- Point-to- | Point-to- Mesh Mesh, Star | Any Star
point point point
Role in loT Identify communi | BLE is | Well suited | Connect Internetw | Global
and track | cation suited for | for 0T | smallest orking/ Mobility,
objects communic | application | devices communic | Seamless
ation in|s ation Switching
loT
devices
Security -- - Key AES Secure and | AES/RC4 | Device-based
Pairing non-secure Authenticatio
mode n
Applications | Smart Contactle | Content Home Smart Industrial | Traffic
mirrors, SS delivery, automation, | agriculture, | automatio | routing, Fleet
tracking payment, | in-store Energy smart city n tracking,
application | Smart tag | navigation | manageme applicatio | time-sensitive
S, nt, smart ns, Smart | industrial
lighting home application
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Selection of communication Technologies: While selecting a communication technology for any loT
application, there is needed to consider range, throughput, and availability of technology in that area, power
consumption and battery life. Actually, some technologies have large range, but consume more network
resources like power and battery life. In 10T, devices work using sensors and these sensors are powered with
battery. So, there are various factors that need to be considered such as:

Nature of 10T application

Type of network

Configuration of network resources
Module or chip or sensors used in network
Availability of communication technology
Spectrum

ok wbdPRE

6 A Smart home automation solution

With a one App, this application provides a full Connected Home automated process. You can operate
your electronic objects from wherever, whether it’s outside, inside, or on the go. It provides intelligent, safe, and
trustworthy cloud-based approach for controlling many devices with a single button press. Air conditioners,
fans, plugs, and light bulbs may all be managed through a single app. Alexa, Google Home, and a half-dozen
more Voice - enabled can control your Smart Home gadgets. It provides management and control of devices in
realtime. With this app, devices can be shared and grouped.

6.1 Connectivity

In a smart home each type of appliance is connected with the loT. This connectivity needs some
communication technology to enable loT. Here, WiFi connectivity has been used to implement smart home
solution. Each device is connected with WiFi. Internet connectivity is must for this communication. Firstly, the
app is installed and then account is created for security. Then, switch on the scan mode. It will start searching
for smart devices. After searching the devices, we can switch on/off the appliances. For secure communication it
is necessary to add the devices so that unauthorized device will unable to connect.

6.2 Security
In a smart home, two types of security is required, namely, physical security and digital security.
Physical Security: It means to ensure that no unauthorized user can enter in the house. For this following

solutions are there:

1. Alarm Sensors: For security, security alarms can be installed which sound when there is any suspicious

activity or entry.
2. Door-Lock Sensor: One digital lock can be equipped inside door to entry only of authorized users.
3. Camera: Cameras are required to monitor the suspicious activity.

Digital Security: It means to access the home network through devices securely.For this following solutions
are there:

1. Account: There should be one account for accessing the home automation network. Email —id can be used
for authorized access.

2. Secure communication technology: Communication technology such as Wi-Fi should be password enabled
so that unauthorized user cannot access the network.

3. New Device Access: First time, new device should be added with an authentication protocol to maintain the
security.
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Fig. 9: Communication technologies enabling 10T

6.3 Implementation:

By creating an app, it’s very easy to implement secure smart home automation network. After
installing app and creating account, there is need to just connect smart devices through communication
technology such as Wi-Fi. Then, user can operate smart devices anytime anywhere. Some vendors also provide
such apps to make smart home such as Digitap by Havells India Ltd as shown in Fig. 9. This app can be
installed on the mobile and then connect the smart devices and smart home can be formed easily.

Steps for implementation:
1. Switch on the Wi-Fi and smart devices.
Install the app on the mobile.
Create the account for secure access.
Scan the smart devices on the app.
Then, automatically selected devices will be added.
Then, devices can be operated from the app.

oL

7 Security Trendsin loT

IoT network aims to secure in terms of privacy, integrity, authentication and availability. If any of
these security factor losses then system is being compromised. Thus, it is necessity of 10T provide security
services to users so that data is securely available to authorized users consistently. There is need to follow
security standards while connecting electronics devices. Usually, the devices from unauthorized vendors are not
secure and don’t follow security standards. IoT architecture has three basic layers: Perception, Network and
Application layers.

RFID, sensors, actuators and other hardware devices work at perception layer. These devices don’t
have their own security so these devices must be secure through some security applications in the network.
Further these are connected with network layer. Security techniques are implemented on these connections to
control unauthorized access. Some access control and device-based authentication techniques are implemented
at this layer. Usually, data captured by devices at perception layer is encrypted by cryptography algorithms so
that any data theft during transmission cannot read by unauthorized user. Network layer provides
communication between perception and application layer. On the network layer devices can be connected
through Wi-Fi, BLE, LoRa, and ZigBee, 2G/3G /4G/5G, NFC or any other communication technology. These
technologies have different data rate, security mechanism, frequency and range. This layer is more vulnerable to
threats due to exposure to different types of networks. These technologies have some built-in security
techniques in terms of cryptography algorithms. Intrusion detection systems, virtual private networks, hop-count
filtering, timeliness of data messages, synchronization of cookies are the security solutions at network layer.
Application layer receives data through network layer. 10T applications are deployed at this layer using different
platforms such as cloud computing, fog computing, web interfaces etc. At this layer, data needs protection from
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unauthorized access and misuse. Applications at this layer need access control, authentication mechanisms.
Thus, following security mechanisms are available to secure 10T network:

* Cryptography algorithms — Both symmetric and asymmetric algorithms[1]
* Access Control techniques[5]

* Authentication techniques[6]

* Security tools at application level[62]
* Anti-virus[2]

* Faraday cage[35]

* Message timer[28]

* Physical security[105]

* Virtual private networks[46]

* Fault detection methods[116]

* Intrusion detection system[73]

* Security upgrade services[77]

» Hop-count Filter[100]

* Data Forensics[98]

» Anomaly detection tools[11]

* Audit system[85]

* Dynamic security tools[56]

* Security Protocols[32]

Each security method has a specific goal to achieve security in terms of confidentiality, privacy, access control,
authentication, eavesdropping, non-repudiation etc. Like anti-malware techniques provide only security from
data stealing or some other attacks but not provide privacy which is achieved by only cryptography techniques.
So, there us need to develop a complete security package that fulfills each type of security goals over an loT
network.

8 Challenges and Research Directions

0T has a special goal for communication, i.e., connecting anything anywhere anytime. Thus, communication
technologies face different challenges to enable 10T communication as shown in Fig. 10. These challenges and
research directions are:

1. Resource Management: In IoT, communication technologies have to connect any type of device. loT
devices are limited in memory, power, and computation. Thus, technologies need to tackle resource-constrained
devices.

2. Data Modeling: Due to heterogeneous applications, devices, there is urgent need to manage and structure
the data. Thus, efficient data modeling techniques are required.

3. Dynamic Topology: Any device that can connect to another network or device that can affect the network
topology or any routing tables. Communication technologies should be efficient enough to handle a dynamic
network.

4. Security: loT communication needs security in terms of authentication, integrity, confidentiality, anonymity,
and non-repudiation. 10T devices are resource-constrained, so devices are not suitable for traditional security
algorithms. Communication technologies should use lightweight security algorithms that need fewer resources.
5. Internetworking: 10T devices use a variety of wireless networks and use non-IP protocol as well as IP
protocol at the same time while communicating with their service provider. Communication technologies should
support multi-protocol networking with different communication mediums.

6. Availability: Communication technologies should be available for authorized devices each time.

7. ldentity Management: Each time when a device connects to an 10T network, unique identification is
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necessary for each device. This identity management is dynamic.

8. Scalability: The number of devices connecting to 10T networks is increasing day by day. So, communication
technologies need to support scalability dynamically.

Communication
Technologies

Fig. 10: Challenges & Research Directions Conclusions

9 Conclusion

As 10T applications are wide and manifold, so there is need for various wireless communication
technologies that enable 10T. However, each technology has its working capacity in terms of bandwidth, speed,
range, etc. No single technology is enough for low-power communication rather collectively these
communication technologies enable connectivity at a large scale. Each application has different requirements
with a different configuration of the device that may appear under the umbrella of 10T. By analyzing the
presented communication technologies, BLE, Wi-Fi, and ZigBee are suitable for loT communication.
Additionally, a smart home solution can be easily implemented by considering security tools. Further different
security techniques has been presented, these techniques provide specific type of security. There is need to
develop an efficient security package that works on each layer of network and resistant to each type of threat.
However, many challenges are still to handle for which new communication technologies are in need.
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